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Revision History

Rev Date Description of Change
01 Jan 2026 Initial version.

02 Apr 2026 Updated to include

- New layout
- Ul changes
- Device Configuration

03  July 2026 Updated to include
e Modem delta update support
e Modem and device firmware compatibility checks

e Linux Support

Related Documentation

Find the latest versions of all Myriota documentation at support.myriota.com

How to Contact Us

Technical Support Sales Support Myriota Online
support.myriota.com sales@myriota.com myriota.com
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Disclaimer

The information contained in this document (collectively, the “Information”) is provided to
you (both the individual receiving this document and any legal entity on behalf of which such
individual is acting) (“You” and “Your”) by Myriota Pty Ltd for information purposes only.

— Myriota Pty Ltd reserves the right to make changes without further notice to any
products herein.

— You are responsible for making Your own assessments concerning the Information
and Myriota recommends that You assess the accuracy, completeness and relevance
of the Information for Your purposes before using or relying on any of the Information.

— Myriota is providing the Information to you “AS IS” and without regard to Your
specific requirements.

— Myriota has exercised reasonable care in preparing the Information, however Myriota
does not warrant the accuracy, completeness or relevance of the Information and
accepts no liability for any errors or omissions in the Information.

— You acknowledge and agree that Your use of the Information is at your sole risk and
that to the extent permitted by law Myriota is not liable for any loss or damage of
whatever nature (direct, indirect, consequential or other) that arises in any way from
Your use of or reliance on the Information.

— For further information, see myriota.com or contact your Myriota sales representative.
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Introduction

AssetHawk Desktop Tool is a desktop tool that supports the following functionality for the
Myriota AssetHawk™ devices:

— Update Device and Modem Software
— Update Network Information
— Manage Device Configuration

Physical connection

The AssetHawk Desktop Tool utilises the AssetHawk USB-C port to communicate with the
device.

Prerequisites

Windows

In the Windows 10/11 environment, the AssetHawk Desktop Tool requires an ETDI driver to
communicate with AssetHawk. This driver will be installed while installing the Desktop tool
for the first time.

Linux

We recommend using Ubuntu 22.04 or a similar Debian-based variant.
The following steps are required before launching the Linux version of the DeviceAssist tool:
— Install the dependency libxcb-cursorO by running the following command
> sudo apt install libxcb-cursor0
— Add the current user to the dialout group using the command below, and reboot

> sudo gpasswd --add ${USER} dialout

Users will need to log out & back in and/or restart their computer for the group
permissions to take effect
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Installing the AssetHawk Desktop
Tool

Windows

Run the executable to start the AssetHawk Desktop Tool installer.

As we are still awaiting Microsoft's authorisation of the signed application, you may see a
Windows Defender screen when you run the executable for the first time on your computer.

If you see this pop-up, select “More info” as shown below.

Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from

Confirm that Myriota is the application publisher and click “Run anyway".
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Windows protected your PC

cognized app from

Run anyway

b

From this point onwards, you will no longer see this warning when opening the AssetHawk
Desktop App.

Install Wizard

On the installer that opens after clicking on “Run Anyway”, accept the default install
directory by clicking Next.
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|—‘L_=, Setup - AssetHawkDesktoplpp version 1.0 —

X
Select Destination Location
Where should AssetHawkDesktopApp be installed?

Setup will install AssetHawkDesktopApp into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

C:\Program Files (x86)%AssetHawkDeskiopApp Browsze...

At least 134.3 MB of free disk space is required.

| Mext | Cancel

W

Accept the default app name for the startup menu by clicking Next.

|—~L_=| Setup - AssetHawkDesktopApp version 1.0 -

Select Start Menu Folder
Where should Setup place the pregram's shortcuts?

ap

2—— Setup will create the program’s shortcuts in the following Start Menu folder.

Tao continue, click Mext, If you would like to select a different folder, click Browse,

Browse...

Back | Mext | Cancel

b

Select whether you want a Desktop shortcut created for the AssetHawk Desktop app, then
click Next.
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|—*L_=, Setup - AssetHawkDesktopApp version 1.0 - x

Select Additional Tasks
Which additicnal tasks should be pefformed?

Select the additional tasks you would like Setup to perform while installing
AssetHawkDesktophpp, then click Next.

Additional shortcuts:
[] Create a desktop shertcut

Back Mext Cancel

Accept the final confirmation.

|—~L_=| Setup - AssetHawkDesktopApp version 1.0 - bt

Ready to Install
Setup is now ready to begin installing AssetHawkDesktepApp on your computer,

Click Install to continue with the installation, or click Back if you want to review or change any
settings.

Destination lecation:
ChProgram Files (x36)\AssetHawkDesktopApp

Start Menu folder:
AssetHawkDesktopApp

Back | Install | Cancel

b
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Driver Installation

A new pop-up will appear, prompting you to install ETDI CDM Drivers. These drivers are
required to communicate with the AssetHawk device, and the AssetHawk Desktop app will
not function without them. Click on Extract to begin the installation process.

@ FTDI CDM Drivers X

FTDI CDM Drivers

Click 'Extract’ to unpack version 2, 12,36, 20 of FTDI's Windows
driver package and launch the installer,

www ftdichip com

| Extract | Cancel

Click Next to proceed.
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Device Driver Installation Wizard

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
computers devices need in order to work.

To continue, click Mext.

Back Next > Cancel

Accept the License Agreement and click Next

Device Driver Installation Wizard

License Agreement

b To continue, accept the following license agreement. To read the entire
% agreement, use the scroll bar or press the Page Down key.

IMPORTANT MOTICE: PLEASE READ CAREFULLY BEFORE -
INSTALLING THE RELEWANT SOFTWARE:

This licence agreement (Licence)is a legal agreement between you
{Licensee or you) and Future Technology Devices Intemational Limited

of 2 Seaward Place. Centurion Business Park, Glasgow G41 THH.
Scotland (UK Company Mumber SC136640) (Licensor or we) for use of
driver software provided by the Licensor(Software).

BY INSTALLING OR USING THIS SOFTWARE YOU AGREE TO THE w

accept this agreement Save As Print
@ on't accept this agreement

O

Complete the Driver Installation
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M Myriota

Device Driver Installation Wizard

Completing the Device Driver
Installation Wizard

The drivers were successfully installed on this computer.

You can now connect your device to this computer. F your device
came with instructions, please read them first.

Driver Name Status

s FTDI CDM DCriver Packa... Ready to use
w” FTD| CDM Driver Packa... Ready to use

Back | Finizh | Cancel

U

Complete the AssetHawk Desktop app Installer.

|—‘L_=, Setup - AssetHawkDesktoplpp version 1.0 -

Completing the AssetHawkDesktopApp
Setup Wizard

Setup has finished installing AssetHawkDesktopApp on your
computer, The application may be launched by selecting the
installed shortcuts,

Click Finish to exit Setup.
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Linux

1. Copy the download file to a suitable folder on your Linux machine.

2. Change the permissions of the file to ensure you have execute permissions by

running the following command:

chmod +x <<name of the downloaded file>>

3. In the directory where the file was downloaded, execute the application by running

the following command from a terminal:

./<<name of the downloaded file>>

Ul Overview

Network Info Update

The Network info of the AssetHawk device can be updated through the Desktop tool. The
Network information can be downloaded via the tool, or an already saved file can be

selected for programming.

4] AssetHawk Desktop App 1.20-RC3

Select Device V| Not Connected

o |Firmware Update Modem Update Configuration

Program Network Info /

Current Network Info
Details

Network Info File
Selection

Download Latest Network Info
Download Latest Program Network Info
Network Info Button Button

AssetHawk Desktop Tool User Guide v03
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Device Firmware Update

The Device firmware and the Bluetooth firmware can both be updated from the same tab.
Device and Bluetooth firmware can be downloaded via the tool. The tool supports reading
the version and SHA-Hash from the selected firmware file, as well as the connected device's
current firmware, for easy verification.

Select Device
Dropdown

%] AssetHawk Desktop App 1.20-RC3 / - O x

Select Device ~  Not Connected

Network Info | Firmware Update [Modem Update ~ Configuration

O Device Firmware

O BLEFirmware
‘  Bluetooth (BLE)
— Firmware

Programming

Connection Status

Device Firmware
Programming

muad Firmware

Begin Programming Download Firmware
Button Button
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Modem Firmware Update

The Modem firmware can be updated via the tool. However, this does not need to be
updated frequently, and a full update can take upwards of 20 minutes to complete, whereas
a delta update only takes a few minutes. The currently programmed modem firmware

version is displayed if the Device firmware supports this.

48] Assetiawk Desktop App 1.2.0-RC3 - o X
Select Device v | Not Connected
Network Info ~ Firmware Updat& Configuration
Current Modem Firmware Version <////

Version  N/A

Current Modem
Firmware Details

Update Modem Firmware
The modem firmware update can take upwards of 20 minutes and is not required unless explicitly indicated. Please contact support if you are unsure if this is required.

C

Modem Firmware
Programming

Program Modem
Firmware Button

AssetHawk Desktop Tool User Guide v03

15



M Myriota

Configuration Update

The behaviour of the AssetHawk device can be controlled via its configuration, which can be
edited in the Desktop app. The connected device's configuration variables will be displayed

if its firmware supports this feature.

4] AssetHawk Desktop App 1.20-RC3 - o x

Select Dev “  Not Connected

Networklnfo Firmware Update Modem Update n
Configuration File k—///

I (-

Configuration Variables

Setting Current Value New Value Action

Config File Selection

R N

Program Config File
Button

Refresh Device
Configuration Table

Device Configuration Config File Export
Table Button

Establishing Device Connection

Connect the USB cable to the AssetHawk.

In the ‘Select Device’ dropdown of the Desktop app, select “Myriota AssetHawk”

M AssetHawk Desktop App 1.2.0-RC3

Select Device

Metwork Info  Firmware Update Modem Update Confi -
— Myriota AssetHawk

M ot Bemaaea

[Select Device v | Not Connected

AssetHawk Desktop Tool User Guide v03
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M Myriota

Loading network info into your AssetHawk ensures it has the latest satellite information to
connect to the network as fast as possible. Although not required, it is recommended to
update all devices with the latest network information before deploying them in the field to

enable quicker installation verification.

You can download the Network info at any time by selecting the Network Info Download

button, as shown below.

M| AssetHawk Desktop App 1.2.0-RC3

Current Network Info
Version N/A

SHA hash  N/A

Program Network Info

Select Device

MNetwork Info  Firmware Update  Modem Update  Configuration

[

O

Download Latest Network Info M

This will prompt you to select a save location. The new file will be automatically selected
once the file is saved. Click the program button to load the network info onto AssetHawk.

] AssetHawk Desktop App 1.2.0-RC3
Select Device

NetworkInfo  Firmware Update Modem Update Configuration

Current Network Info
Version  N/A
SHA hash  M/A

Program Network Info

— o X

~  Not Connected

i

Download Latest Network Info @

Internet connectivity is required to make use of the Network Info Download feature.

AssetHawk Desktop Tool User Guide v03
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Firmware Update

Firmware Types

The Desktop app supports updating the AssetHawk Device, Bluetooth (BLE) and Modem
firmware.

Device Firmware: The Device firmware is responsible for the device's behaviour, such as
location sampling and communication with the Myriota HyperPulse network.

BLE Firmware: The Bluetooth firmware governs the device's BLE behaviour, including BLE
beacon sampling capabilities.

Modem firmware: The Modem firmware is responsible for the modem's operation,
managing network connections and behaviour.

The latest firmware can be downloaded from the Myriota Device Manager by clicking on the
Download Firmware button located at the bottom of the Firmware Update tab.

2] AssetHawk Desktop App 1.2.0-RC3
Myriota AssetHawk v Connected Disconnect

Metwork Info  Firmware Update Modem Update Configuration

Device Firmware
Current Firmware
Version 998

SHA hash  555f108f6000abf453bcd3eaal31f7493200820878b9532¢5994f3a129b8c25d

New Firmware

Version 100

SHA hash  e23dBbalaed3109909a121af54195752b8872ac7504de5ceebalb7ccf431537F

O BLEFirmware

AssetHawk Desktop Tool User Guide v03 18
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Internet connectivity is required to make use of the Firmware Download feature.

Device and BLE Firmware Update

To update your AssetHawk Device and/or BLE firmware, navigate to the “Firmware Update”
tab and tick the firmware to be updated so that your view expands as shown below:

2] AssetHawk Desktop App 1.2.0-RC3 - m] X
Myriota AssetHawk v Connected Disconnect

Metwork Info  Firmware Update  Modem Update Configuration

® Device Firmware
it Firmware
9.9.8
hash  550f108f6000abf453bcd3eaal3 117493e00829872095325004f3a120b8c 25d

New Firmware

Version 1.00
SHA hash  e23d8ba3aed3109909a121af54195752b8872ac 7504de5 ceebalbTccf431537F

] BLE Firmware

O

Download Firmware

Click the three dots on the right-hand side of the “New Firmware” bar to navigate and select
the latest firmware for the Device and/or BLE.
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M| AssetHawk Desktop App 1.2.0-RC3 - O X
Myriota AssetHawk v Connected Disconnect
Metwork Info  Firmware Update  Modem Update Configuration
Device Firmware
Current Firmware
Version 998
SHA hash  550f108f6000abf453bc43eaal3117403e00820878009532c5004f3a120b8c 25d
New Firmware |
C:/Users Downloads/Xanthus_NRF9151_v1.0.0_zephyr.signed.bin
Version 1.00
SHA hash  e23d8ba3aed3109909a121af54195752b8872ac7504de5ceebaBbTccf431537F
O BLE Firmware

Once completed, the paths to the files will be displayed in the “New Firmware” bars as
shown above. In addition to the filename, the firmware version and SHA-Hash of the
selected file will be displayed.

Click the blue “Program” button at the bottom of the Desktop app, then wait for the
programming process to complete.

M AssetHawk Desktop App 1.2.0-RC3
Myriota AssetHawk v Connected Disconnect

Metwork Info  Firmware Update  Modem Update Configuration

Device Firmware
Current Firmware
Version 9.9.8

SHA hash  539f108f6000abf433bc43eaaB317493e0982987809532c5994f3a120b8c25d

New Firmware

C:/Users Downloads/Xanthus_ NRF9151_v1.0.0_zephyr.signed.bin
WVersion 100
SHA hash  e23d8ba3aed3109909a121af54195752b8872ac 7504de5ceebalbTccf431537F

O BLEFirmware

[ program |

ﬁ@l

Once programming is complete, success can be confirmed by verifying that the current
firmware version and its SHA-Hash match those of the selected and recently programmed

file.
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M| AssetHawk Desktop App 1.2.0-RC3 - O X
Myriota AssetHawk v Connected Disconnect

Metwork Info  Firmware Update  Modem Update Configuration

Device Firmware

Current Firmware

Wersion 1.00

SHA hash  e23dBba3aed3109909a121af54195752b8872ac 7504de5ceebaBbTccf431537F

New Firmware

C:/User: annlnadz.-’XanthuEiNF‘.FSJ51;.*1.C"C;zgh‘;r‘mgnsd.hln
Version 100
SHA hash  e23dBba3aed3109909a121af54195752b8872ac 7504de5ceebabbTccf431537F

O BLEFirmware

Modem Firmware Update

To update your AssetHawk Modem Firmware, navigate to the “Modem Update” tab as
shown below:

2] AssetHawk Desktop App 1.2.0-RC3 - m] X

Select Device % Mot Connected

Metwork Info  Firmware Update | Modem Update | Configuration

Current Modem Firmware Version

Version  N/A

Update Modem Firmware
The modem firmware update can take upwards of 20 minutes and is not required unless explicitly indicated. Please contact support if you are unsure if this is required.

[

Click the three dots on the right-hand side of the screen to navigate and select the latest
modem firmware file.

24| AssetHawk Desktop App 1.2.0-RC3 - m] s
Myriota AssetHawk v  Connected Disconnect
Network Info  Firmware Update  Modem Update Configuration

Current Modem Firmware Version

Version  N/A

Update Modem Firmware
The modem firmware update can take upwards of 20 minutes and is not required unless explicitly indicated. Please contact support if you are unsure if this is required.

Ci/Users Downloads/mfw_nrf3151-ntn_1.0.0-1.alpha.zip

Update Modem @

Once a file is selected, the tool inspects it and displays the type of update it will perform
below the file path, for example, “Detected: Full update (v1.0.1)” or “Detected: Delta update
(1.0.0 — 1.0.1)". The blue “Update Modem” button is enabled only after a valid update has
been detected.
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[Myriota AssetHawk v | Connected Disconnect

Network Info  Firmware Update Modem Update Configuration

Current Modem Firmware Version
Version nrf9151-ntn_1.0.0

Update Modem Firmware

A full modem firmware update can take upwards of 20 minutes and is not required unless explicitly indicated. Please contact support if you are unsure if this
is required.

fhome/ fmfw_nrf9151-ntn_1.0.1.zip

Select Modem Update Type

Both a full modem firmware image and a compatible delta update were
found in the selected package.

The delta update is much faster (a few minutes) than the full update
(which can take upwards of 20 minutes).

Which would you like to use?

Delta update (1.0.0 — 1.0.1) - faster Full update (v1.0.1) Cancel

Selected delta update:

[Myrioca AssetHawk v | Connected Disconnect

Network Info  Firmware Update Modem Update Configuration

Current Modem Firmware Version
Version nrf9151-ntn_1.0.0

Update Modem Firmware

A full modem firmware update can take upwards of 20 minutes and is not required unless explicitly indicated. Please contact support if you are unsure if this
is required.

fhome, mfw_nrf9151-ntn_1.0.1.zip

Detected: Delta update (1.0.0 - 1.0.1)

Update Modem
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Selected full modem update:
pssethawk Desktop App 130 |

Myriota AssetHawk v | Connected Disconnect

Network Info  Firmware Update Modem Update Configuration

Current Modem Firmware Version
Version nrf9151-ntn_1.0.0

Update Modem Firmware

A full modem firmware update can take upwards of 20 minutes and is not required unless explicitly indicated. Please contact support if you are unsure if this
is required.

/homey Downloads/mfw_nrf9151-ntn_1.0.1.zip

Detected: Full update (v1.0.1)

A full modem firmware update can take upwards of 20 minutes, whereas a delta update
only takes a few minutes. Click the blue “Update Modem” button at the bottom of the
Desktop app, then wait for the programming process to complete.

Before programming starts, the tool checks that the selected modem firmware is compatible
with the currently running AssetHawk device firmware. If the modem firmware requires a
newer device firmware than is currently installed, an error is displayed, and the update does
not start. Update the device firmware first, then retry the modem firmware update.

Once programming is complete, success can be confirmed by verifying that the current
firmware version matches that of the selected and recently programmed file.

20 AssetHawk Desktop App 1.2.0-RC3 - m] X

Myriota AssetHawk v Connected Disconnect

Network Info  Firmware Update  Modem Update  Configuration

Current Modem Firmware Version

Version  nrf9151-ntn_1.0.0-1.alpha

Update Modem Firmware

The modem firmware update can take upwards of 20 minutes and is not required unless explicitly indicated. Please contact support if you are unsure if this is required.

C:fUser. Downloadg mfw_nrf3151-ntn_1.0.0-1.alpha.zip

Update Modem

Device Configuration

Available device configuration options may change depending on the programmed firmware
version. For a list of supported configuration variables with descriptions and limits, refer to
the AssetHawk Datasheet available on the Myriota Support site.
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Configuration Variable Update

The configuration table should populate automatically if the firmware supports this feature.
If the table does not populate, the Refresh button can be used to load the latest values.

28] AssetHawk Desktap App 1.2.0 - m] ®
Myriota AssetHawk v Connected Disconnect

Network Info  Firmware Update  Modemn Update Configuration

Configuration File

Configuration Variables

Setting Current Value Mew Yalue Action

Ble Beacon Address

Ble Beacon Interval 3600 Set
Ele Beacon Scan Time 20 Set
Ele Beacons OFF |Chcc:acne hd ‘ Set

Tamper Movement Interval

Tamper Interval 7200 Set
Tamper Mode OFF | Choose one A ‘ Set
Orientation Threshold 966 Set
Movement Threshold 300 Set

e

If the firmware does not support configuration, a message will prompt you to update the
firmware.

To change the value of a variable, enter the desired value into the New Value column and
select the Set action in the same row. The value will be updated, and the success or failure
will be confirmed via a pop-up.
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2| AssetHawk Desktop App 1.2.0 - ] X

Myriota AssetHawk % Connected Disconnect

Network Info  Firmware Update Modem Update Configuration

Configuration File

C:/Users/mathew.strydom/Desktop/assethawk.conf

Program Cenfiguration

Configuration Variables

Setting Current Value New Value Action
Ble Beacon Address Set
Ble Beacen Interval 3600 7200]
Ble Beacon Scan Time 20 {b @
Ble Beacons OFF Choose one N Set
Tamper Movement Interval 7200 Set
Tamper Interval 7200 Set
Tamper Mode OFF Choose one v Set
Orientation Threshold 966 Set
Movement Threshold 300 Set

If multiple variables need to be updated, the corresponding Set button for each must be
clicked before the change takes effect.

Configuration Files

The current values of the configuration variables can be exported to a file for import and
application to other devices. This is achieved by selecting the Export button in the
bottom-right corner.

The Current value is exported. Ensure all New Values are Set and applied before
exporting.
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1#4] AssetHawk Desktop App 1.2.0 - u] *
P App

Myriota AssetHawk % Connected Disconnect

Network Info  Firmware Update Modem Update Configuration

Configuration File

Configuration Variables

Setting Current Value New Value Action
Ble Beacon Address 00:00:00:00:00:00 Set
Ble Beacon Interval 3600 Set
Ble Beacon Scan Time 20 Set
Ble Beacons OFF [Chnusaune N ‘ Set
Tamper Movement Interval 7200 Set
Tamper Interval 7200 Set
Tamper Mode OFF [Choosaone v ‘ Set
Orientation Threshold 966 Set
Movement Threshold 300 Set

The saved configuration file can be imported using the three dots in the Configuration File
section.

AssetHawk Desktop App 1.2.0 - m] X
Myriota AssetHawk v Connected Disconnect

Network Info  Firmware Update Modem Update Cenfiguration

Configuration File

Configuration Variables

Setting Current Value New Value Action
Ble Beacon Address 00:00:00:00:00:00 Set
Ele Beacen Interval 3600 Set
Ble Beacon Scan Time 20 Set
Ble Beacons OFF [Choosaone ~ ‘ Set
Tamper Movement Interval 7200 Set
Tamper Interval 7200 Set
Tamper Mode OFF [Chuuseune W ‘ Set
Orientation Threshold 966 Set
Movement Threshold 300 Set
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Once the configuration file is selected, it can be applied to the connected device by selecting

the Program Configuration button.

AssetHawk Desktop App 1.2.0 - O X
Myriota AssetHawk v Connected Disconnect
Metwork Info  Firmware Update Modem Update Configuration
Configuration File
C:/Users/r 1/Desktop/assethawk.conf
Configuration Variables ! 7
Setting Current Value MNew Yalue Action
Ele Beacon Address 00:00:00:00:00:00 Set
Ble Beacon Interval 3600 Set
Ele Beacon Scan Time 20 Set
Ele Beacons OFF Choose one v Set
Tamper Movement Interval 7200 Set
Tamper Interval 7200 Set
Tamper Mode OFF Choose one W Set
Orientation Threshold 966 Set
Movement Threshold 300 Set
Each setting will be updated to match the configuration file.
AssetHawk Desktop - u] X
Busy
Network Info  Firmware Update  Modemn Update Configuration
Configuration File
C:/Users/mathew.strydom/Desktop/assethawk.conf
Program Cenfiguration
Configuration Variables
Setting Current Value New Value Action
Ble Beacon Address 00:00:00:00:00:00 Set
Ble Beacon Interval 3600 AssetHawk Desktop App Set
Ble Beacon Scan Time - 3% Set
Programming configuration file
Ble Beacons OFF Choose one ~ Set
Tamper Movement Interval 7200 Set
Tamper Interval 7200 Set
Tamper Mode OFF Choose one A Set
Orientation Threshold 966 Set
Movement Threshold 300 Set

AssetHawk Desktop Tool User Guide v03
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The result will be displayed once completed and highlight any variables that were not
updated, if applicable.

#| Info x

o Results: Programming Configuration File

Success: 12
Failures: 0

OK

Troubleshooting

If a pop-up appears that indicates “Something went wrong”. Disconnect the device from the

PC, then reconnect it. Select the device from the dropdown and click the blue program
button again.
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